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About GRRIP 

The overall aim of GRRIP is to implement Responsible Research and Innovation (RRI) to improve 

research in the Blue Economy. GRRIP will embed sustainable RRI practices in four research 

performing organisations (RPO) and one dual function RPO and research funding organisation 

(RPO/RFO) in the marine and maritime sectors to achieve institutional and cultural change. This 

will be accompanied by establishing a platform for engagement with the Quadruple Helix (QH) 

for each RPO&RFO, and a platform for mutual learning between the 5 RPO&RFOs and QHs. The 

project will revolve around six key dimensions: ethics, gender equality, open access & data, 

science education, public engagement, and governance. Whilst marine and maritime (M&M) 

research is a high priority in the EU, this project acknowledges that M&M is extremely exposed 

to non RRI alignment between Research and Innovation, societal actors, and he environment, 

affecting its performance and competitiveness. 

6 Objectives of GRRIP: 

1. To co-develop, implement and evaluate self-tailored RRI Action Plans (AP) to enable 

institutional and cultural change processes for the 5 marine and maritime (M&M) 

research performing organisations and research funding organisations (PPO&RFOs). 

2. Establish structures to facilitate, promote and maximise real sustainable engagement 

with, and input from, the Quadruple Helix (QH). 

3. Establish indicators and methodology for impartial Monitoring, Reflection and Evaluation 

cycles. 

4. Develop a mutual learning process across the M&M FPO&RFOs and the QH, both during 

the institutional and cultural change project and ongoing evaluation feedback loop 

cycles. 

5. Legacy: to enable more M&M RPO&RFOs to ground RRI practices through institutional 

and cultural changes by creating a practical user-friendly RRI AP framework template and 

launching a M&M RRI community. 

6. Examine how an RFO can positively influence and encourage an RPO towards RRI via its 

funding policy and interaction.
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Executive Summary 

This Data Management Plan reflects the project’s overall and specific data needs. It introduces legal 

requirements and provides further links to in-depth information about data storage, FAIR data 

management and repositories. Under GDPR / the Data Protection Acts , a data protection notice is 

required at the point of data collection. There is a procedure for this at: 

https://www.ucc.ie/en/gdpr/procedures/dataprotectionnoticeprocedure/ Template available 

Annex 1.  

 

Leading partner, UCC’s data protection policy is available at: 

https://www.ucc.ie/en/ocla/comp/data/dataprotection/ . Section 5.1 of the policy outlines the 

principles that all UCC staff must adhere to, including keeping personal data safe and secure. The 

policy states that staff must take appropriate security measures to protect personal data, however 

it does not specify exactly what technical and organisational measures must be in place. That will 

very much depend on the type and nature/sensitivity of the data. The GDPR/Data Protection Acts 

also do not specify the necessary security measures to be taken. However they do require that the 

state of technological developments, the nature of the data and the degree of harm that might 

result from unauthorised or unlawful processing should be taken into consideration. The Data 

Protection Commissioner has issued a guidance note on this security obligation (which is available 

at: https://www.dataprotection.ie/en/organisations/know-your-obligations/data-security-

guidance) and the University has its own policies on security which must be adhered to at all times. 

See UCC’s IT Security Policy and Acceptable Use Policy. 

 

The University’s Data Protection Impact Assessment procedure 

(https://www.ucc.ie/en/gdpr/procedures/dataprotectionimpactassessmentprocedure/) . As stated 

in the procedure: A Data Protection Impact Assessment (DPIA) is a process to help identify and 

minimise the data protection risks of a project. It is a way to systematically and comprehensively 

analyse processing and help identify and minimise data protection risks. It is an important tool for 

building and demonstrating compliance with the GDPR (i.e. accountability). Under the General Data 

Protection Regulation (GDPR) the University must carry out a DPIA where a planned or existing 

processing operation is “likely to result in a high risk” to individuals.  Although GDPR provides 

examples of data processing that would fall into this category, this is a non- exhaustive list. It is also 

good practice to do a DPIA for any other major project which requires the processing of personal 

data. 

 

The first part of the procedure enables the user to determine whether it is necessary to conduct a 

DPIA. It may not be necessary for your particular project if the risks to privacy are low. However, 

going through this first part of the procedure allows you to establish whether that is the case.

https://www.ucc.ie/en/gdpr/procedures/dataprotectionnoticeprocedure/
https://www.ucc.ie/en/ocla/comp/data/dataprotection/
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-security-guidance
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-security-guidance
https://www.ucc.ie/en/it-policies/policies/security/
https://www.ucc.ie/en/it-policies/policies/au-pol/
https://www.ucc.ie/en/gdpr/procedures/dataprotectionimpactassessmentprocedure/
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Introduction 

This is a non-exhaustive description of requirements for good practice in data management and 

transparent research practices. Compliance with these practices in the work of GRRIP is essential to 

ensure a high standard of data handling. 

This document is intended to guide the partners through the process of establishing systematic and 

standardized data management actions for the benefit of the project and all partners involved. GRRIP will 

adhere to the European Commission’s FAIR data management document, with the intention of 

following the four main components: Findability, Accessibility, Interoperability, and Reusability. 

These principles serve to guide data producers and publishers as they navigate around these 

obstacles, thus maximizing the added-value gained by contemporary, formal scholarly digital 

publishing (Wilkinson et al., 2016).  

Essentially, GRRIP requires careful compliance with good practice in data management. 

Table 1: Data Management checklist 
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Data Collection Information 

In order to allow for independent review and verification of research claims, the following 

information regarding the methods used to collect data should be provided. The provided list should 

provide all necessary information to determine the adequacy of data collection procedures for the 

claims being made, however, in any case where there is ambiguity about whether a particular piece of 

information should or should not be included, we encourage you to err on the side of inclusion. 

1. The exact wording and presentation of all questions and response options, including, 

where applicable, details about randomization and the order in which individuals saw 

each question and/or response option. This includes all interviewer or respondent 

instructions. 

2. A definition of the population under study and its geographic location, dates of data 

collection and, where applicable, a description of the sampling frame(s) and its 

coverage of the target population, including mention of any segment of the target 

population that is not covered by the design. If possible the estimated size of non- 

covered segments should be provided. If a size estimate cannot be provided, an 

explanation of why should be provided. This only applies if a sampling frame or list 

was utilized. If this is not the case, then please indicate as such. 
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3. If the sampling frame and/or the sample itself was provided by a third-party, the name of 

the supplier, and any non-sensitive information provided by the sample supplier 

relevant to the administration of the survey. 

4. If the sample was drawn from a pre-recruited panel or pool of respondents, whether 

internally or by a third-party, the method used to recruit the panel or participants. 

5. A description of the sample design, giving a clear indication of the method by which 

the respondents were selected, recruited, intercepted or otherwise contacted or 

encountered, along with any eligibility requirements and/or oversampling. If quotas were 

used, the variables defining the quotas and quota levels should be reported. If a within-

household / within-group selection procedure was used, this should be described. At 

a minimum, the description of the sampling frame and sample design should include 

sufficient detail to determine whether the respondents were selected using probability 

of non-probability methods. 

6. Method(s) and mode(s) of data collection, especially the system used to capture the data 

(e.g., CATI, CAPI, CAPI, ACASI, IVR, mail survey, web survey), and the form of interaction 

the respondent had with the person collecting the data (e.g., live-data collector, pre-

recorded data collector, self-administered computer-assisted interview). This should 

also include information on the language(s) offered and the extent data were 

collected using these different languages. 

7. Procedures for managing the membership, participation, and attrition of the panel, if a 

pool, panel, or access panel was used. 

8. Methods of interviewer training, supervision, and monitoring, if live data collectors 

were used. In addition, the data provide should, if possible, indicate who was 

contacted by which data collector (preferably using a unique ID number, rather than any 

personally identifiable information). 

9. Details about screening procedures (e.g., in the case of online surveys if a router was 

used), including any screening for other surveys that would have made sample 

members ineligible for the current survey. 

10. Any relevant stimuli, such as visual or sensory exhibits or show cards. In the case of 

surveys conducted via self-administered computer- assisted data collection (e.g., a survey 

administered via Qualtrics or Survey Mondek), providing the relevant screen shot(s) is 

optimal. 

11. Details of any strategies used to help gain cooperation (e.g., advance contact, 

compensation or incentives, refusal conversion contacts). 

12. Procedures undertaken to ensure data quality, if any. Where applicable, this includes re-

contacts to confirm that the interview occurred and/or to verify the respondent’s 

identity, measures taken to prevent respondents from completing the same survey more 

than once, and other quality control procedures (e.g., logic checks and tests for speeding 

and patterning). If no such efforts were undertaken, this should be mentioned. 

13. Summaries of the study-specific sample records so that response rates for probability 

samples and participation rates for nonprobability samples can be computed. 
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Raw Data 

When providing raw data for reanalysis, we request that the data set(s) be provided in standard 

formats (e.g., Excel, SPSS, .dat), and that the following information be included either as part of the 

data file, or in a separate document: 

 
1. Detailed codebook describing what information each variable captures, and how it 

was created (for example, when providing composite scores of multiple variables, 

which variables were combined and what was the method used; for more information, 

see: Analysis). For nominal, categorical, and/or interval level data (or for any data 

where the value corresponds to a discreet response option available to respondents), 

please provide a label for each value. For continuous data, it is only necessary to 

provide information about how the data was captured / what the units represent (e.g., 

age in years). 

2. Duration of research participation, and where available (especially for self- 

administered computer-assisted interviewing) the length of time spent answering 

each question and/or spent on the screen where the question was presented. 

3. Full text of open-ended / written responses, if possible. 

4. Information about what data is considered “missing” and why (e.g., respondent did 

not see the question, respondent opted to skip the question, respondent reported “no 

opinion”)
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Analysis 

1. A full list of research questions, hypotheses, objectives, and goals for the analysis, and 

how each part of the reported analysis addresses or connects to one or more research 

question, hypothesis, objective, or goal. 

2. What programs were used to conduct the analyses and who were they conducted by 

(e.g., internal statistician, multiple individuals, third-party). 

3. What variables were analyzed, and how (that is, what statistical procedures were 

used). It is important to provide all specifications necessary to accurately replicate the 

indices or statistical modeling included in the research report, including information for 

both descriptive and inferential analyses. Additionally, it is useful, but not necessary, 

to provide information on tests that were conducted but not included. 

a. If an analysis was conducted only on a sub-population (e.g., individuals aged 18-

24), this should be indicated. 

4. If any data transformations were conducted (e.g., reverse coding, merging of 

categories), a description of how the transformation was conducted, why it was 

conducted, and any cases wherein the original variable was used instead of the 

transformed variable. 

5. If open-ended / text responses were transformed into quantitative data, or are 

otherwise reported, provide a detailed description of how the analysis was conducted. 

This discussion should mention whether coding was done by software or human 

coders (or both) and whether quantitative or qualitative methods (or both) were used. 

For analysis using automated coding, this discussion should mention the software and 

the parameters or decision rules that were used. For analysis using human coding, this 

discussion should mention the number of coders and any training and instructions 

provided to them. If a formal coding scheme was used, it should be provided. If no 

formal coding scheme was used, this will be discussed. The following information 

should also be provided: 

a. Inter-coder reliability, amount of text analyzed by multiple coders, process for 

resolving inconsistencies, and any steps taken to increase the level of 

agreement, if multiple coders were used. If only one coder was used, this will 

be disclosed. 

b. The unit of analysis. 

6. Where applicable, a description of how weights were calculated, including the 

variables used and the sources of weighting parameters. Additionally, it is useful to 

know how and when weights were utilized. 
 

 
General Data Protection Regulation (GDPR) 

Familiarize yourself with the General Data Protection Regulation (GDPR). The GDPR very significantly 

increases the obligations and responsibilities for research organisations in how we collect, use and 

protect personal data. At the centre of the new law is the requirement for organisations to be fully 

https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
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transparent about how they are using and safeguarding personal data, and to be able to 

demonstrate accountability for their data processing activities. 

The GDPR will affect (1) all organizations established in the EU, and (2) all organizations involved in 

processing personal data of EU citizens. The latter is the GDPR’s introduction of the principle of 

“extraterritoriality”; meaning, the GDPR will apply to any organization processing personal data of EU 

citizens – regardless of where it is established, and regardless of where its processing activities take 

place. This means the GDPR could apply to any organization anywhere in the world, and all 

organizations should perform an analysis to determine whether or not they are processing the personal 

data of EU citizens. The GDPR also applies across all industries and sectors. We encourage you to work 

with legal and other professional counsel to determine precisely how the GDPR might apply to your 

organization. 

 

Informed consent 

If your research will involve working with human subjects, you will need to ensure that you obtain 

informed consent. Informed consent should let research participants know about any plans you have for 

sharing their data (i.e., within your research team or more widely) as well as any plans you have 

relating to the longer-term retention of their data to support reuse. 

 

A template for informed consent is available on MS Teams (WP 8 Ethics). We encourage you to consult 

with your WP lead or the project manager. 

Store these forms and be able to present them any time when needed. Be aware that you are legally 

required to delete all collected data if demanded by a research participant anytime (unless you set a 

deadline within the consent form which limits the deletion of research data). 

 

Data Storage 

A plan for the storage of research data is essential, both for the short and long term. The short-term 

plan considers how to store data during research, whereas the long-term plan identifies how and 

where to store data for archiving and future reuse after research activities end. 

Data must be stored in a secured environment. If stored electronically, this must be a machine, or 

set of machines located in a physically secured environment – with controlled access – as well as 

technically secured. Duration of storage should be justified. Destruction at the convenience of the 

researcher would appear insufficient, unless clearly stated in the consent form and the approval of the 

local competent authority. Such deletion of data should be defined as irreversible, or reversible. 

According to the GDPR, the retention period should be as short as possible (“storage limitation”). 

 
Signed consent forms or other non-digital records may contain identifying information and should be 

stored separately from data files, although an anonymous ID system can help link the two sets of 

materials together if required. 

Use this training opportunity provided by Cessda. 

 

Information about where your data is stored when using MS Teams as storage 
In Microsoft Teams when you save a document in a files tab or within a document library, it is saved 

https://www.ukdataservice.ac.uk/manage-data/store/storage
https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/4.-Store
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on a SharePoint site in the UCC tenancy on the Microsoft Cloud. Data saved on any UCC SharePoint site is 

stored in UCC’s tenancy in the Microsoft Cloud and is hosted within the European Union. The data is 

encrypted both in Transit and at rest. 

 

 

Microsoft conversations and chat 

Microsoft Teams handles two types of conversations: 

1. Private 1:1 chats and group chats get recorded in the user’s individual Outlook 

mailboxes (which are saved in online in the Microsoft Cloud) 

2. Team Conversations get stored in the Outlook group mailbox created with the 

Team. More information on how Microsoft store our data is available here:  

https://products.office.com/en-us/where-is-your-data-located?geo=Europe#Europe  

You can find an overview of security compliance in Microsoft Teams 

here: https://docs.microsoft.com/en-us/microsoftteams/security-compliance-overview 

 

Open Access/ Open data/FAIR data 

Good data management is not a goal in itself, but rather is the key conduit leading to knowledge 

discovery and innovation, and to subsequent data and knowledge integration and reuse by the 

community after the data publication process (Wilkinson et al., 2016). 

 
Article 29.2 of the Grant Agreement sets out detailed legal requirements on open access to 

scientific publications: under Horizon 2020, each beneficiary must ensure open access – via a 

repository – to all peer-reviewed scientific publications relating to the project’s results 

(including not only journal articles but also conference proceedings and log-text publications 

such as monographs, book chapters, edited volumes, etc.). Access has to be provided either to 

the published version or the final peer-reviewed manuscript accepted for publication. 
To meet this requirement, beneficiaries, must ensure that these publications can be read online, 

downloaded and printed (free of charge, online access to any user). Beneficiaries are also encouraged to 

provide for further rights that could make them even more useful (e.g., right to copy, distribute, 

search, link, crawl and mine). 

The open access to publications mandate comprises 3 steps: 
1. Depositing publications in repositories (online archive) 

https://products.office.com/en-us/where-is-your-data-located?geo=Europe&amp;Europe
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2. Selecting the open access route (green or gold open access) 
3. Providing open access to publications  

 
These steps are explained in more detail here. 

Open data - the Open Data Institute (ODI) defines Open Data as those that anyone can access, use 

and share. According to the ODI, open data must be licensed to make clear that anyone can use the 

data in any way they want, including transforming, combining, and sharing it with others, even for 

commercial purposes. The ODI provides a great introduction to all aspects of Open Data in their 

Open Data Essentials course. We highly recommend reviewing these modules. 

 
Shared data - similar to Open data, shared data may be made widely accessible but could have 

some conditions such as non-commercial reuse or reuse with attribution. It is important to note that 

not all shared data has to be available to anyone. Sometimes shared data is only made available 

to specific groups such as peers from another university. 

Be sure to consider any data cleaning and/or anonymization procedures that will need to be carried 

out to facilitate sharing early on. Bear in mind that these actions can be very costly. 

 
FAIR data – all research objects should be Findable, Accessible, Interoperable and Reusable 

(FAIR) both for machines and for people. The European Commission expects that research 

data generated by Horizon 2020 projects follow the FAIR data principles. The EC provides 

guidelines on FAIR Data Management for Horizon 2020 projects. 
 

The FAIR Guiding Principles (Wilkinson et al. 2016):  

To be Findable: 

F1. (meta)data are assigned a globally unique and persistent identifier F2. 

data are described with rich metadata (defined by R1 below) 

F3. metadata clearly and explicitly include the identifier of the data it describes F4. 

(meta)data are registered or indexed in a searchable resource. 

 

To be Accessible: 

A1. (meta)data are retrievable by their identifier using a standardized communications protocol 

A1.1 the protocol is open, free, and universally implementable 

A1.2 the protocol allows for an authentication and authorization procedure, where necessary A2. 

metadata are accessible, even when the data are no longer available 

 

To be Interoperable: 

I1. (meta)data use a formal, accessible, shared, and broadly applicable language for knowledge 

representation. 

I2. (meta)data use vocabularies that follow FAIR principles 

I3. (meta)data include qualified references to other (meta)data 

 

 

http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/oa-pilot/h2020-hi-erc-oa-guide_en.pdf
http://accelerate.theodi.org/
https://uccireland-my.sharepoint.com/personal/jasmin_schomakers_ucc_ie/Documents/UCC/RRING/WP%201/D1.4%20DMP/The%20EC%20provides%20a%20guidelines%20on%20FAIR%20Data%20Management%20for%20Horizon%202020%20project
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To be Reusable: 

R1. meta(data) are richly described with a plurality of accurate and relevant attributes R1.1. 

(meta)data are released with a clear and accessible data usage license 

R1.2. (meta)data are associated with detailed provenance 

R1.3. (meta)data meet domain-relevant community standards 

 
Metadata/Documentation  

 
 

Using this tool you will be able to assess the 'FAIRness' of a dataset and determine how to 

enhance its FAIRness (where applicable). 

This tour guide by CESSDA ERIC (the Consortium of European Social Science Data Archives European 

Infrastructure Consortium) aims to put social scientists like yourself at the heart of making their 

research data findable, understandable, sustainably accessible and reusable. 

 

Repositories 

When selecting a repository for those data selected for longer-term retention and sharing, be sure to 

check that the repository meets your needs. For instance, if your data will only be shared with a 

specific research community you will need to ensure that the repository can provide a means of 

allowing researchers to request access and to be authenticated. 

Most data repositories have policies outlining any limits relating to the size of data deposit or 
restrictions on formats they will accept. Be aware of any normalisation processes that are 
undertaken by the repository (i.e., when deposited data are migrated to preferred formats). In 
many cases, normalisation can affect the usability of the data. For example, if an Excel spreadsheet 
that was presented in a publication is saved as a PDF, it will be available as a record of what was 
presented in the article but will lose much of the functionality needed to support validation and 
reuse. For instance, any formulas applied to individual cells within the spreadsheet will be lost. It  
will also mean that reuse of the data is more difficult and would require re-keying the data into a 
new spreadsheet. 
Where possible select an appropriate disciplinary database, data centre or institutional repository. 
If you are unsure which services are available to you, check the repository list collated by re3data. 
If access to your data needs to be restricted, look for secure data services or data safe havens. In 
the Guidelines on FAIR Data Management in Horizon 2020, the European Commission states: 
“Where will the data and associated metadata, documentation and code be deposited? Preference 
should be given to certified repositories which support open access where possible." (e.g., 
repositories with CoreTrustSeal certification). 

 

Documentation and metadata allow your data to be understood and discovered by others. It is fundamental 

to capture contextual details about how and why the data were created. Metadata is a subset of this 

broad documentation, describing the data in detail. There are various metadata standards which can help 

you to describe your data in a consistent way. Librarians, data repositories or your colleagues may be able to 

advice on relevant standards. A generic readme template can be found here. This template is published under a 

CC0 license, feel free to modify it and reuse it as you wish. This template has been designed with the goal of 

documenting datasets that are made publicly available in a repository, but it can be adapted to 

working datasets. 

https://www.ands-nectar-rds.org.au/fair-tool
https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide
https://www.re3data.org/
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-mgt_en.pdf
http://www.coretrustseal.org/
https://guides.library.oregonstate.edu/ld.php?content_id=45294345
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Subject specific repositories 
It is always best to deposit your research data with a subject specific repository that is 

recognised in your field. Most of these will offer some added value in terms of providing quality 

control or additional context to support future reuse. Many journals and funders specify which 

data repositories they want researchers to use so it is a good idea to check the terms of your grant or 

publishing agreement for details. FAIRsharing, a service developed by the Oxford e-Research Centre 

offers a curated list of subject specific repositories that have been recommended or mandated by 

funding bodies and publishers. This short video provides some helpful tips on finding the right data 

repository for your research. 

Licensing your data 
Licensing your research/data will set the conditions for reuse. Licenses give you the opportunity 

to limit this reuse, e.g. by restricting commercial usage. To embrace Open Science, you should 

aim to impose as few restrictions on reuse of your outputs as possible. Creative Commons is a non-

profit organisation. It offers a number of different licenses that are freely usable. The six main 

Creative Commons licenses offer different possibilities to define the conditions for re-use. For 

example, Creative Commons Attribution (CC-BY) license is the most open one that allows others to 

freely use your work/data, even commercially, as long as you as the author is mentioned. 

See below for more information on each of the six Creative Commons Licenses. You can make use of 

the Creative Commons license choosing tool to help you decide which is best for your research. 

You might also want to check out this detailed description of licenses that was produced by 

CESSDA ERIC. 

References 
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Page 17 of 21 
 

 

 

 

 

Annex 1 - Data Protection Impact Assessment Template 

 

 

 
 

 

University College Cork  

– National University of Ireland, Cork 

 

Data Protection Impact Assessment Template 

Version 0.4 
 

 
  



 

Page 18 of 21 
 

DPIA Template 
 

 
Step 1a: DPIA Screening Checklist 
 
Does your project involve: Yes No 

   
Evaluation or scoring of personal data (including profiling and 
predicting) 

  

Automated decision-making with legal or similar significant effects    
Systematic monitoring including through a publicly accessible place 
on a large scale 

  

Sensitive data or data of a highly personal nature (including special 
categories of data and criminal data) 

  

Data processed on a large scale   
Matching or combining data sets   
Data concerning vulnerable people (including children)   
Innovative use or applying technological or organisational solutions   
Processing preventing data subjects from exercising a right or using 
a service or contract 

  

 
If you have answered yes to any of the above questions, you must carry out a DPIA.  Please 
see the DPIA Procedure for further information. <link> 
 
 

 

Step 1b: Identify the Need for a DPIA 
 
Explain broadly what the project aims to achieve and what type of processing of personal 
data it involves. You may find it helpful to refer or link to other documents, such as a project 
proposal. Summarise why you identified the need for a DPIA (this can draw on your answers 
to step 1/ the screening questions). 
 
 
 
 

Step 2: Describe the Processing 
 
Describe the nature of the processing: how will you collect, use, store and delete data? 
What is the source of the data? Will you be sharing data with anyone? You might find it useful 
to refer to a flow diagram or another way of describing data flows. What types of processing 
identified as likely high risk are involved? 
 
 
 

Describe the scope of the processing: what is the nature of the data, and does it include 
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special category or criminal offence data? How much data will you be collecting and using? 
How often? How long will you keep it? How many individuals are affected? What geographical 
area does it cover? 
 
 

Describe the context of the processing: what is the nature of your relationship with the 
individuals? How much control will they have? Would they expect you to use their data in this 
way? Do they include children or other vulnerable groups? Are there prior concerns over this 
type of processing or security flaws? Is it novel in any way? What is the current state of 
technology in this area? Are there any current issues of public concern that you should factor 
in? Are you signed up to any approved code of conduct or certification scheme (once any have 
been approved)? 

 
 
Describe the purposes of the processing: what do you want to achieve? What is the 
intended effect on individuals? What are the benefits of the processing for you, and more 
broadly? 
 
 
 

Step 3: Assessment of Necessity and Proportionality of 
Processing 
 
Describe compliance and proportionality measures, in particular: what is your 
lawful basis for processing? Does the processing actually achieve your purpose? Is there 
another way to achieve the same outcome? How will you prevent function creep? How will 
you ensure data quality and data minimisation? What information will you give individuals? 
How will you help to support their rights? What measures do you take to ensure processors 
comply? How do you safeguard any international transfers? Prior consultation? 
 
 
 

Step 4: Consult with Stakeholders 
 
Consider how to consult with relevant stakeholders: describe when and how you 
will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you 
need to involve within your organisation? Do you need to ask your processors to assist? Do 
you plan to consult information security experts, or any other experts? 
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Steps 5 & 6: Risk Assessment - Identifying Privacy Risks and Evaluating Privacy Solutions 
 
  Name of 

College/School/Service/Project:_XXXX 
      Risk Register Owner: 

XXXX 

Risk ID Risk Description Consequence Risk Owner                        Current internal 
CONTROLS  
(provide details of 
how you currently 
manage the risk) 

Assessment of 
Risk 

Describe what further 
ACTIONS you will take 
to reduce the 
Impact/Likelihood 
and  
mitigate the risk.                                              
State who is the risk 
owner for each action 

Im
p

a
ct

  
(1

,2
,3

,4
,5

) 

L
ik

e
li

h
o

o
d

 
(1

,2
,3

,4
,5

) 

S
co

re
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Step 7: Document DPIA Outcomes 
 

Item Name/date Notes 
Measures approved by:  Integrate actions back into 

project plan, with date and 
responsibility for completion 
 

DPO advice provided: 
 

 DPO should advise on 
compliance, step 6 measures 
and whether processing can 
proceed 
 

Summary of DPO advice: 
 
 
 
DPO advice accepted or 
overruled by: 

 If overruled, you must explain 
your reasons 
 

Comments: 
 
 
 
Residual risks approved by:  If accepting any residual high 

risk, consult the Data 
Commissioner before going 
ahead 
 

   
Consultation responses 
reviewed by: 

 If your decision departs from 
individuals’ views, you must 
explain your reasons 
 

Comments: 
 
 
 
This DPIA will be kept under 
review by: 

 The DPO should also review 
ongoing compliance with 
DPIA 
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